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1.1 Introduction

The standard loading involves the launch of SNMP agent, as well as sub-agents, which support appliance
functionality. After start-up and communication between the agent and sub-agent, agent processes inco-
ming requests from the network management station (manager) - SNMP PDU (Protocol Data Units), such as
Get-PDU, GetNext-PDU, Set-PDU etc., and generates a reply confirmation or Trap-PDU. PDU Traps are specified
in the monitoring system dynamically. The logic is used to link trap messages to the monitoring system
events.

1.2. MIB

Currently the following tables are available for your IP-based Didactum Monitoring System:
ctlAlIElementsTable - table of system elements, allows to view current status of all elements in monitoring system;
ctlAnalogsTable - analog sensors table, allows you to control analog sensors connected to your system;
ctlOutletsTable - relay table, allows you to manage relays of your monitoring system;

ctiDiscretsTable - dry contacts unit table;

ctiTrapsTable - v1 traps and v2c notifications table;

ctlLogicsTable - table of logic, enables automatic management in Didactum’s monitoring system;

1.3. SNMP Community settings

The SNMP community settings can be found in webGUI of your Didactum Monitoring Systems under tab
Preferences->SNMP. Here you find MIB file called “didactum.mib” for download.

IMPORTANT: In order for SNMP manager to be able to convert the OID in MIB tree from the numerical to a cha-
racter form, you must install the Didactum MIB file in accordance to your SNMP manager. Please read the docu-
mentation of your SNMP manager.

Overall stats L Netw , SNMP :

System tree Version vifvae -

Dry contacts Community for read only read

Event log Community for writing write

Logic schemes i

Cameras
Security level -

Map
Auth algorithm |
Users

Auth password
Access control
Private algorithr .
CAN configuration iate algorithm 4

Graphs Private password

Reset smoke detectors Download MIB file: didactum.mib

Hoe kDO i~ 5

Preferences

¢
&
3
&
< | a—

Fig.: In WebGUI of your Didactum remote monitoring unit you find the SNMP settings and the MIB-file for download.

Example: Check your connection to the MIB-file manager:
$ snmptranslate -On DIDACTUM-SYSTEM-MIB::didactum
.1.3.6.1.4.1.39052
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1.4 Elements Overview

Your SNMP-enabled Didactum remote monitoring device may include the following elelements
« Analog sensors;

« Discrete sensors;

« Virtual sensors (elements);

- Notifications;

« Units;

All the available elements of your monitoring system are inclueded in table ctlAllElementsTable
Expample: View available system elements

$ snmptable -Ci -Cb -v2c¢ -cread 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlAllElementsTable

index ID GroupID ModuleID Type Name State
18 18 8 1 "temperature” "Int. Module Temp." "alarm"
11 11 8 1 "analog voltage"” "Int. Module 412V ch." "warning"
12 12 8 1 "usb-cam" "Web Camera(USB)" "normal”
13 13 2] 1 "reader” "S/N iButton" "not connected”
14 14 8 1 "GSM modem” "GSM Modem" "not connected”
20 28 8 2 "magnet” "Analog-1" "alarm"
21 21 8 2 "smoke" "Analog-2" "normal”
22 22 8 2 "temperature” "fAnalog-3" "alarm"”
23 23 8 2 "unknown™ "fAnalog-4" "not connected”
24 24 8 2 "unknown™ "fnalog-5" "not connected”
25 25 2] 2 "unknown™ "Analog-6" "not connected”
26 26 2] 2 "unknown™ "Analog-7" "not connected”
27 27 2] 2 "unknown™ "Analog-8" "not connected”
28 28 =] 2 "induct relay” "A-Sensors Power" "on"
31 31 =] 3 "induct relay” "Relay-1" "off"
32 32 =] 3 "induct relay” "Relay-2" "off"
33 133 5] 3 "induct relay” "Relay-3" "off"
34 34 5] 3 "induct relay” "Relay-4" "off"
48 48 5] 4 "pushbutton™ "Dry-1" "not connected"
41 41 5] 4 "pushbutton” "Dry-2" "not connected"”
42 42 5] 4 "pushbutton” "Dry-3" "not connected"”
43 43 5] 4 "pushbutton” "Dry-4" "not connected"
44 44 5] 4 "pushbutton” "Dry-5" "not connected"
45 45 5] 4 "pushbutton” "Dry-6" "not connected"”
46 46 5] 4 "pushbutton™ "Dry-7" "not connected"
47 47 5] 4 "pushbutton™ "Dry-8" "not connected"
48 48 5] 4 "pushbutton™ "Dry-9" "not connected"
495 48 5] 4 "pushbutton™ "Dry=-18" "not connected"
58 5@ 8 4 "pushbutton™ "Dry-11" "not connected"
51 51 8 4 "pushbutton™ "Dry-12" "not connected"
52 52 8 4 "pushbutton™ "Dry-13" "not connected"
53 53 8 4 "pushbutton™ "Dry-14" "not connected"
54 54 8 4 "pushbutton™ "Dry-15" "not connected"
55 55 8 4 "pushbutton™ "Dry-16" "not connected"
388 300 2] @ "timer" "Timer-1" "off"

Expample: Changing the name of element ID = 20:
$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlAllElementName.20 s "Magnet sensor"

DIDACTUM-SYSTEM-MIB: :ctlAllElementName.20 = STRING: "Magnet sensor"
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1.5 Analog Sensors

Didactum’s analog sensors have analog inputs and analog or discrete outputs. If analog sensor is not connected
or undefined, such sensor will be in a state “not connected".

The front panel port number to which the sensor is connected, is determined by the field ctlAnalogHardwarePort.

Expample: View the analog sensors
$ snmptable -Ci -Cb -v2c¢ -cread 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlAnalogsTable

index ID ElementID HardwarePort Reversed Low Warning Alarm Value AT@ AT75 Expression

e 28 1 e "1" “18" "28" "1.e" "1.e" "@.8" “x"
11 21 2 e "1" “le" "2@8" "e.e" "l.e" "@.e" “x
2 2 22 3 e "1" “le@" "2@" "29.3" "l1.e" "@.8" “x
3 3 23 4 e "1" “le" "2@8" "e.e" "l.e" "a.e" “x
4 4 24 5 e "1" “la" "2@" "e.e" "l.e" "@.8" “x
5 5 25 ] e "1" “la" "2@" "e.e" "l.e" "@.8" “x
€ 6 26 7 e "1" “la" "2@" "e.e" "l.e" "@.8" “x
7 7 27 8 e "1" “la" "2@" "e.e" "l.e" "@.8" “x

17 17 1@ -1 e "1" “la" "2@" "32.8" "l1.e" "@.8" "x
18 18 11 -1 e "1" “la" "2@" "11.3" "l1.e" "@.e" "x

The sensor readings are in the field ctlAnalogValue.
Sensor with analog output can be in one of the following states defined with thresholds ctlAnalogLow, ctlAnalog-
Warning, ctlAnalogAlarm:

“normal” - the measured value is above the threshold ctlAnalogLow, but below the thresholds ctlAnalogWarning,
ctlAnalogAlarm;

“low” - below normal, the measured value is below the threshold ctlAnalogLow, ctlAnalogWarning, ctlAnalog-
Alarm;

“warning” - above normal, the measured value is above the thresholds ctlAnalogLow, ctlAnalogWarning, but
below the threshold ctlAnalogAlarm;

“alarm” - measured value is above the thresholds ctlAnalogLow, ctlAnalogWarning, ctlAnalogAlarm;

Fields ctlAnalogATO (default "1.0") and ctlAnalogAT75 (default "0.0") are only for the voltage sensors and set the
coefficients to convert the measured value using the following formula:

U=ctlAnalogAT0*UO+ctlAnalogAT75

Field ctlAnalogExpression (default "x") has meaning only for Didactum’s current sensor (4-20mA), and sets the ex-
pression to convert the measured value:

Value=ctlAnalogExpression(x)
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The default readings correspond to the measured values with no additional changes.
Operations such as "+" "-","/", "*", "%"(modulo), "A"(involution) are possible.
Following functions are supported:

"abs" - absolute value;
"sqrt" - square root;
"exp" - exponential;
“In" - the natural logarithm;
"log" - logarithm;
"sin" - sine;
"cos" - cosine;
“tan" - tangent;
"asin" - arc sine;
"acos" - arc cosine;
"atan" - arc tangent;

Example: Setting the thresholds for a sensor with analog output with ElementID=22:

$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlAnalogLow.2 s "5" \
DIDACTUM-SYSTEM-MIB: :ctlAnalogWarning.2 s "35" DIDACTUM-SYSTEM-MIB::ctlAnalogAlarm.2 s "45"
DIDACTUM-SYSTEM-MIB: :ctlAnalogLow.2 = STRING: "5"

DIDACTUM-SYSTEM-MIB: :ctlAnalogWarning.2 = STRING: "35"

DIDACTUM-SYSTEM-MIB: :ctlAnalogAlarm.2 = STRING: "45"

Sensors with a discrete output

Sensor with a discrete output may be only in two states:
“normal”

“alarm”

If needed, the inversion is performed by setting the state '1"in a field ctlAnalogReversed (default '0').
Thresholds ctlAnalogLow, ctlAnalogWarning, ctlAnalogAlarm do not affect the status of this kind of sensors.
Sensor readings are in the field ctlAnalogValue and can take values '1., or '0.

Example: Setting up an inversion of the sensor with a discrete output ElementID=20:

$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlAnalogReversed.0 i 1

DIDACTUM-SYSTEM-MIB: :ctlAnalogReversed.0 = INTEGER: 1
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1.6 Relays (Outlets)

The integrated relays (outlets) of your networked Didactum monitoring devices can be in the following states:

"on" - switched on;
"off" - switched off;
"pulse" - pulse;

The initial state is given by the field ctlOutletlnitial. The state is recorded in the field ctlOutletValue. The pulse
length in seconds is given by the field ctlOutletPulse. The relays (outlets) port number is determined by field

ctlOutletHardwarePort.

Example: View the available outlets in your IP-based monitoring system:

$ snmptable -Ci -Cb -v2c¢ -cread 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlOutletsTable

index ID ElementID HardwarePort Initial Pulse

e

1
2
3
4

e

1
2
3
4

31
32
33
34
8

1

"off" 1
"off" 1
"off" 1
"off" 1

"on" 5

Example: Sending 5 seconds pulse on the the relay with ElementID=31:

$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlOutletPulse.0 i 5 \
DIDACTUM-SYSTEM-MIB::ctlOutletValue.O0
DIDACTUM-SYSTEM-MIB: :ctlOutletPulse.0

DIDACTUM-SYSTEM-MIB: :ctlOutletValue.0
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1.7 Dry Contacts
The dry contacts outputs of your networked Didactum monitoring system can be only in two states:

"normal" - normal;
"alarm" - alarm;
If necessary, the inversion is performed by setting a status field ctIDiscretReversed (default "0").
The port number to which dry contacts are connected is determined by the field ctIDiscretHardwarePort.

Example: View the available dry contacts of your IP-based Didactum monitoring system:

$ snmptable -Ci -Cb -v2c¢ -cread 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlDiscretsTable

index ID ElementID HardwarePort Reversed

e e 49 1 )
11 41 2 )
2 2 42 3 )
3 3 43 4 )
4 4 a4 5 )
5 5 45 & )
6 6 46 7 )
77 47 8 )
8 8 48 9 )
9 9 49 10 )

10 18 50 11 )

11 11 51 12 )

12 12 52 13 )

13 13 53 14 )

14 14 54 15 )

15 15 55 16 )

Example: Setting up an inversion of Dry Contact port with ElementlD=>50:

$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlDiscretReversed.10 i 1

DIDACTUM-SYSTEM-MIB: :ctlAnalogReversed.0 = INTEGER: 1
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1.8 SNMP TRAPS

ATrap is a notification element, that sends trap message (Trap-PDU) from the Didactum monitoring system
(agent) to the network management base station (SNMP manager). Trap elements support the formation of SNMP
trap messages ver. 1 and 2c. Trap element is meaningful only in conjunction with the mechanism of the logic of
Didactum’s monitoring system, that means, if the trap is not included in any of the existing logic, then an element
trap will not generate and send trap messages. To create a trap go to field ctITrapRowsStatus of ctlTrapsTable table.
When you install ctlITrapRowStatus in a state CreateAndWait(5) a new note is created in ctlTrapsTable table. After
creating a trap you must specify the trap destination address in a field ctiTrapServer, destination port ctITrapPort
(default 162), version of the trap message ctlTrapVersion ("1" - ver. 1, "2" - ver. 2c), community ctiTrapCommunity.
As soon as you set up all the required parameters, you need to move field ctiTrapRowStatus in state active(1) and
complete the installation of the trap. To create a trap you can also set once all the fields in the table and move an
element into an active state by setting the field ctlTrapRowStatus in state CreateAndGo(4). To remove a trap it is
sufficient to move field ctlTrapRowStatus in state destroy(6).

Example: Creating, editing, checking and removing the item trap

$ snmptable -Ci -Cb -v2c -cread 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlTrapsTable
SNMP table: DIDACTUM-SYSTEM-MIB::ctlTrapsTable

index ID ElementID Server Port Version Community Value RowStatus

0 0 301 "192.168.0.10" 162 "1" ‘"public" "off" active

Example: Creating new trap in table

$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlTrapServer.l s "host" \
DIDACTUM-SYSTEM-MIB: :ctlTrapVersion.1l s "1" \

DIDACTUM-SYSTEM-MIB: :ctlTrapCommunity.l s "secret" \

DIDACTUM-SYSTEM-MIB: :ctlTrapRowStatus.l i createAndGo

DIDACTUM-SYSTEM-MIB: :ctlTrapServer.l = STRING: "host"
DIDACTUM-SYSTEM-MIB: :ctlTrapVersion.l = STRING: "1"
DIDACTUM-SYSTEM-MIB: :ctlTrapCommunity.1l = STRING: "secret"

DIDACTUM-SYSTEM-MIB: :ctlTrapRowStatus.l = INTEGER: createAndGo(4)

Example: Reading traps table
$ snmptable -Ci -Cb -v2c -cread 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlTrapsTable

SNMP table: DIDACTUM-SYSTEM-MIB::ctlTrapsTable

index ID ElementID Server Port Version Community Value RowStatus
0 0 301 "192.168.0.10" 162 "1" ‘"public" "off" active
1 1 302 "host" 162 "1l" "secret" "off" active
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Example: send a test trap messages for the newly created trap element
$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlTrapvValue.l s "on"
DIDACTUM-SYSTEM-MIB: :ctlTrapValue.l = STRING: "on"
If the settings are correct, the trap message must be delivered to the SNMP manager.
Example: Removing Trap element
$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlTrapRowStatus.l i destroy
DIDACTUM-SYSTEM-MIB: :ctlTrapRowStatus.l = INTEGER: destroy(6)
Description line of trap-message
When sending a trap message description line is formed in the body:
"Trap (name: <name>, ID: <id>) was worked"
where
<name> - Trap element name in field ctlAllElementName of ctlAlIElementsTable table;

<id> - Trap element ID in field ctlAllElementID of ctlAllElementsTable table;

The name of the trap can be changed in table ctlAlIElementsTable

Didactum SNMP Manual
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1.9 Logic

Logic - is a mechanism for the automatic management.

The logic is described by a line in the following form

(SENSORID OLDSTATE-NEWSTATE OPERATOR ...){SENSORIDI1:TIMEOUT NEWSTATE2 OPERATOR2 ...}
where

SENSORID - unique sensor ID.

OLDSTATE-NEWSTATE - sensor status codes, with which the condition is true in transition. The values of both para-
meters should be the same.

OPERATOR - the operator code with which the result of conditions is calculated.

SENSORID1 - Unique sensor id, which status should be changed under the conditions of the logical scheme.
TIMEOUT - A timeout condition.

NEWSTATE2 - The status code where you want to move the element (relay).

OPERATOR2 - Symbol '+.

Status codes are:
'normal’: 1;

Tow": 2;

'warning": 3;
‘alarm": 4;

'on". 5;

'off": 6.

'not connected": 7.
'pulse”: 8.

Operators codes:
‘and": symbol '+
'or": symbol '|

Manage logic

To create a logic use field ctlLogicRowStatus. Moving field ctlLogicRowStatus in a state CreateAndWait(5) will
create a new note in the table ctlLogicsTable. After creating the logic it is necessary to specify its name in a field
ctiLogicName and logic description in a field ctlLogicDescription.

After creating logic description, the logic becomes active, as indicated by value active(1) in a field ctlLogicRowStatus.
Turn off the logic is performed by setting a field ctlLogicDisable desired interval in seconds.

Turn on logic is performed by setting the field ctlLogicDisable value of '0',

Remove logic is performed by setting the field ctlLogicRowStatus in a state destroy(6).
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Example: Creating, editing, checking and removing logic
Reading the logic table:
$ snmptable -Ci -Cb -v2c -cread 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlLogicsTable

SNMP table: DIDACTUM-SYSTEM-MIB::ctlLogicsTable
index ID Name Description Disable RowStatus

1 1 "Logic scheme" " (20 4 - 4){34:0 8}" 0 active

Create new logic:
$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlLogicName.2 s "New Logic" \
DIDACTUM-SYSTEM-MIB: :ctlLogicDescription.2 s " (20 1-1){301:0 5}" \$ snmpset -v2c -cwrite

DIDACTUM-SYSTEM-MIB: :ctlTrapRowStatus.2 i createAndGo
DIDACTUM-SYSTEM-MIB: :ctlLogicName.2 = STRING: "New Logic"
DIDACTUM-SYSTEM-MIB: :ctlLogicDescription.2 = STRING: " (20 1-1){301:0 5}"

DIDACTUM-SYSTEM-MIB: :ctlTrapRowStatus.2 = INTEGER: createAndGo(4)

View the logic table which you created:
$ snmptable -Ci -Cb -v2c -cread 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlLogicsTable

SNMP table: DIDACTUM-SYSTEM-MIB::ctlLogicsTable

index ID Name Description Disable RowStatus
1 1 "Logic scheme" "(20 4-4){34:0 8}" 0 active
2 2 "New Logic" " (20 1-1){301:0 5}" 0 active

Now we have two logics:
Logic "Logic scheme" is triggered when an element of the system with ID = 20 goes to state "alarm"(4), and provi-
des an incentive "pulse”(8) on the element with ID=34 (relay or outlet, see table above) immediately (through 0 ¢);

Logic "New Logic" is triggered, when an element of the system with ID=20 goes to state "normal"(1), and provides
an incentive "on"(8) on the element with ID=301 (Trap element, see table above) immediately (through 0 c);

Disabling the logic for 60 seconds:
$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlLogicDisable.2 i 60

DIDACTUM-SYSTEM-MIB: :ctlLogicDisable.2 = INTEGER: 60
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Verify that the logic is disabled:
$ snmpget -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlLogicDisable.2
DIDACTUM-SYSTEM-MIB: :ctlLogicDisable.2 = INTEGER: 1
Remove Logic:
$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUM-SYSTEM-MIB::ctlLogicRowStatus.2 i destroy
DIDACTUM-SYSTEM-MIB: :ctlLogicRowStatus.2 = INTEGER: destroy(6)
=>When you removed the logic, the logic table should have initial appearance.
2.0 Save Settings
NAND Flash microchip is used as a re-writable memory of the monitoring system and it has a limited record re-
sources. Therefore, sensors settings that are created in the process, must be stored by the user in the flash me-
mory directly using a specific command.
To record the sensors settings via SNMP a special resource is used - ctlUnitSaveToFlash. Installation of any non-zero
values in the resource ctlUnitSaveToFlash leads to saving of the current settings on the flash memory device.
In case of a successful saving of settings the resource ctlUnitSaveToFlash will return to "0", otherwise, it will return
an error code that occurred during the recording settings.
Example: Saving settings into flash memory of Didactum’s monitoring device

$ snmpset -v2c -cwrite 192.168.0.193 DIDACTUm-SYSTEM-MIB::ctlUnitSaveToFlash.0 i 1

DIDACTUM-SYSTEM-MIB: :ctlUnitSaveToFlash.0 = INTEGER: 1
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